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1
Decision/action requested

This contribution proposes a new solution for Key issue#4.
2
References

[1]
3GPP TR 33.847 "Study on Security Aspects of Enhancement for Proximity Based Services in 5GS".

3
Rationale

This solution describes how the Remote UE and the UE-to-network relay be able to communicate over PC5 interface. This solution addresses key issue#4.

This solution is based on AKMA service. The DDNMF is act as a AKAM AF and can derive the KDIRECT, which is a key shared between two entities (Remote UE and Relay UE).
4
Detailed proposal

**** 1st CHANGE ****

X
Solution #X: UE-to-Network Relay security based on AKMA
6.X.1
Introduction

This solution describes how the Remote UE and the UE-to-network relay be able to communicate over PC5 interface. This solution addresses key issue#4.
This solution is based on AKMA service. The DDNMF is act as a AKAM AF and can derive the KDIRECT, which is a key shared between two entities (Remote UE and Relay UE).
6.X.2
Solution details

Figure 6.X.2-1 shows the solution steps: 
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Figure 6.X.2-1 Procedure for Authorization and security with UE-to-Network relay
1.The Remote UE derive the KDDNMF. This step happens before the Remote UE try to access the UE-to Network relay service.
2.The UE-to-network relay discovery is taken place on PC5 interface using either model A or model B discovery.

3.The Remote UE sends a Direct Communication Request on PC5 interface. The Direct Communication Request message include the A-KID, a freshness parameter Nonce_1 and the Remote DDNMF ID. The derivation of A-KID is specified in TS 33.535[7]. The Remote DDNMF ID can be used to find the specific DDNMF.

Option 1: (The Relay UE can not directly connect to the Remote DDNMF)
4.The Relay UE receives the Direct Communication Request and sends a Direct key request to the Relay DDNMF.The Direct Key Request message include the A-KID, a freshness parameter Nonce_1 and the Remote DDNMF ID.

5.The Relay DDNMF uses the received the Remote DDNMF ID to find the Remote DDNMF and sends a Nddnmf_key_request message to the Remote DDNMF. Nddnmf_key_request message include the A-KID and the Nonce_1.

6~8. If the Remote DDNMF does not have the KDDNMF which is identity by the A-KID. The Remote DDNMF gets the KDDNMF from AAnF. The procedure is specified in TS 33.535[7].

9.After received the KDDNMF, the Remote DDNMF stores the key and derive a KDIRECT using KDDNMF and Nonce_1 as input. Remote DDNMF also generate the KDIRECT ID.
10~11.Remote DDNMF sends the KDIRECT and the KDIRECT ID to Relay DDNMF and Relay DDNMF forward the KDIRECT and KDIRECT ID to the Relay UE.

Option 2: (The Relay UE can  directly connect to the Remote DDNMF)
4.The Relay UE uses the received the Remote DDNMF ID to find the Remote DDNMF and sends a Direct key request  to the Remote DDNMF. The Direct Key Request message include the A-KID, a freshness parameter Nonce_1.
5~8.This steps are the same with the step 6~9.

10,The Remote DDNMF sends a Direct key response to the Relay UE include the KDIRECT and KDIRECT ID.
Option 1 and Option 2

12.The Relay UE sends a  Direct Security Mode Command message to the Remote UE that includes KDIRECT ID.The message is integrity protected using security key derived based on KDIRECT.
13.The Remote UE derive the KDIRECT and  KDIRECT ID. This derivation is the same as the step 9 in the option 1.

14.If the security verification is successful, the Remote UE sends a Direct Security Mode Complete message to the Relay UE with security protection (integrity, confidentiality) using security keys derived based on KDIRECT. The Relay UE verifies the Direct Security Mode Complete message security using security derived based on KDIRECT. A successful security verification indicates to the Relay UE that the Remote UE is authorized to use the relay service provided by Relay UE. 

15.The Remote UE receives a DCA message completing the successful PC5 link establishment.

6.X.3
Evaluation
TBD
**** END OF CHANGES ****
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